AMENDMENTS TO THE CLAIMS 



Amended claims follow: 
1.-12. (Cancelled) 

1 ^ f Pies tousK Piesented) In an em uonment that uk hide 1 * a pUuahts oi u^ers 
v heiem a lust usu possesses a set of ke^ss said sd of kt\s including a Utsi ke\ that 
enables secine communication among a set of usets said -et of useis including at least 
saul fust usei and a second usei a ke\ mg method eompt i\m<i 

{a) upon e\ iction of at lea^t said acond iuei detummma an updated fust kes 
usmg iniotmatiuii that mchides saul tu-t ke\ and a second ke\ whet em said second ke\ 
enables secure common Rat ton among a Mibmoup of said set of useis, wheiem .--aid 
^ibgioup doo not include u-ets subject to <-aid cuciion, 

wherein said detammmg uses a fuiK jon ha\ uil c the U>lkn\ ma piopeities { I > 
knowledge ot said updated ;nat ke\ does not gne knovt ledge ot said htst ke\ oi said 
second kes (2| knowledge ol said insx Le% does not gisc am knowledge of said updated 
fn-t ke\ and knowledge of said ilist kev and >aid updated first ke\ does not u\c am 
knowledge of saul second ke^s 

M (Oiigmai) The method ol Jam 1 ^ wherem onlv said second user is 

evicted. 

1 5 . (Original) The method of claim 1 3, wherein said second user and one or 
more other users in said set of users are evicted. 

3.6. (Cancelled) 

17. (Previously Presented) The method of claim 1 3, wherein said determining 
uses a one-way function. 
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j 8 t Original ) '1 he method of claim 17, ^hc-iem said updated fn»t ke\ !» equal 
to F{ i tibt ke\, second ke\ t, wheiein F~0 is a one-was function 

i<> (Ouginalj I he method of claim i v wherein -'aid deteimimng uses onh 
said fust ke\ and said .second ke\ 

20 (Ongmali I he method oi darn P wherein said Mibgtoup includes onh 

said first user. 

2 1 . (Original} The method of claim 13, wherein said subgroup includes a 
plurality of users. 

22. -40. (Cancelled) 

41 iCunentK Amended"* 1 he method of claim [[40 [jP.. whesem a single sh+b- 



^etrj^4 iiisi kc\ and said w-iw-t?cmq»H ' >miM*ti-s«:-itrf sccond key 

42 ( \u\ ) The method oi claim 1 w heiom said subgtoup is a seif-icpau tng 
gioup, each membei oi said subgroup capable oi mdependemh updating said Inst kev 
where said selt- repaints uses a reusable powei su. said reusable power set iisine a powei 
set of said members as t j basis lot gnmp kev update* and including 2 ' sets where N 
includes the numbet of said members 

43 ( New } A kes distisbtitiun apparatus for use m an en\ nonmem that 
includes a plutaht\ of osets, w hctetn a tir^t tser possesses a set oi kc\ s, said set of kevs 
including a fust ke\ thai enables secure communication amonu a set of nseis said set of 
nseis including at least 0 aid fust usei and a second user, said appaiatu 0 compiling 

a ke\ >ei\ei that deleimntes an updated ke> upon ca fcU«n oJ at least said second 
usei using mioimauou thai includes said fiist kev and a second ke\ said second kev 
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enabhng secure communication among a subgiuup of s; id set of useia wheietn said 
subgroup does not include users subject to said esittton 

said kev ti«uii£ a function hasmg ihe follow nig piopetties to determine the 

updated ke> (I ) knowledge of oaid updated "nst ke\ does not gs\e knowledge oi sard 
fint ke>» oi said second kes (2) knowledge of ->.ud fust kev does n«t gi\e air> knowledge 
of said updated fust kc\ and ( ^ i knowledge of said fust ke\ and said updated first ke\ 
does not give any knowledge of said second key. 

44. (New) The apparatus of claim 43 , wherein only said second user is 

evicted. 

4^ ( New } I he appauuus of cLum 43 wheiem ^aid second usei and one oi 
mote othei useis in said »et of tisets are ex ictcd 

4<i (New s > The apparatus oi claim 43, \\ heiein said kev senei uses a one-was 
Umcuon to detettntne the updated kev 

4" (New) The apparatus of claim !o w heiem said updated fnsi kes is equal 
to FUnst ke\. second ke\ ). wheiem kO is a i ne-wa% function 

4S (New ) Ihe appatauis of cLum 43 wheiem wnd ke\ senei uses onh said 
first key and said second key to determine the updated key. 

49. (New) The apparatus of claim 43, wherein said subgroup includes only 
said first user. 

50. (New) The apparatus of claim 43 wherein said subgroup includes a 
plurality of users. 



